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© (Copyright), International Software Architecture Qualification Board e. V. (iSAQB® e. V.) 2023

The curriculum may only be used subject to the following conditions:

1. You wish to obtain the CPSA Certified Professional for Software Architecture Foundation Level®

certificate or the CPSA Certified Professional for Software Architecture Advanced Level® certificate.

For the purpose of obtaining the certificate, it shall be permitted to use these text documents and/or

curricula by creating working copies for your own computer. If any other use of documents and/or

curricula is intended, for instance for their dissemination to third parties, for advertising etc., please

write to info@isaqb.org to enquire whether this is permitted. A separate license agreement would then

have to be entered into.

2. If you are a trainer or training provider, it shall be possible for you to use the documents and/or

curricula once you have obtained a usage license. Please address any enquiries to info@isaqb.org.

License agreements with comprehensive provisions for all aspects exist.

3. If you fall neither into category 1 nor category 2, but would like to use these documents and/or

curricula nonetheless, please also contact the iSAQB e. V. by writing to info@isaqb.org. You will then

be informed about the possibility of acquiring relevant licenses through existing license agreements,

allowing you to obtain your desired usage authorizations.

Important Notice

We stress that, as a matter of principle, this curriculum is protected by copyright. The

International Software Architecture Qualification Board e. V. (iSAQB® e. V.) has exclusive

entitlement to these copyrights.

The abbreviation "e. V." is part of the iSAQB’s official name and stands for "eingetragener Verein"

(registered association), which describes its status as a legal entity according to German law. For the

purpose of simplicity, iSAQB e. V. shall hereafter be referred to as iSAQB without the use of said

abbreviation.
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List of Learning Goals

• LG 1-1: Understand and Differentiate Cloud Types

• LG 1-2: Understand Decision Criteria for the Use of Managed Services and Self-Managed Services

• LG 1-3: Incorporate Compliance and Organizational Aspects Into Cloud Architecture

• LG 1-4: Apply Availability, Scaling and Performance Requirements as Parameters in Cloud

Architecture Design

• LG 2-1: Understand Modularization and Communication Options

• LG 2-2: Understand Modularization and Integration Options

• LG 3-1: Understand the Cloud Native Concept

• LG 3-2: Understand Basic Container Concepts

• LG 3-3: Understand Container Manager Abstraction Concepts

• LG 3-4: Understand the Benefits of Specialized Linux Distributions for Operating Containers

• LG 3-5: Evaluate and Select Persistence Solutions in Cloud Environments

• LG 3-6: Understand cloud migration patterns

• LG 4-1: Know Different Patterns for Modularizing Cloud-Native Architectures

• LG 4-2: Ability to Select Suitable Technologies for Operating Modules

• LG 4-3: Ability to Select Appropriate Resilience Patterns to Increase Fault Tolerance

• LG 5-1: Implementing Projects in Cloud Environments

• LG 5-2: Implementing Application Lifecycle Management in Cloud Environments

• LG 5-3: Know Secrets Management Options

• LG 6-1: Understand and Differentiate New Roles and Their Responsibilities

• LG 6-2: Understand Ways to Create Scalable and Highly Reliable Systems

• LG 6-3: Understand Automation Concepts for Predictable Infrastructure Creation, Modification, and

Improvement

• LG 6-4: Understand the Fundamental Principles of Permissions Management

• LG 6-5: Differentiate and Understand Different Abstraction Layers of Container Managers

• LG 6-6: Understanding approaches for observability of distributed applications

• LG 6-7: Understand Resource Sizing Calculation Methods

• LG 7-1: Deepening the Understanding by Practical Exercises
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Introduction: General information about the iSAQB Advanced Level

What is taught in an Advanced Level module?

• The iSAQB Advanced Level offers modular training in three areas of competence with flexibly

designable training paths. It takes individual inclinations and priorities into account.

• The certification is done as an assignment. The assessment and oral exam is conducted by experts

appointed by the iSAQB.

What can Advanced Level (CPSA-A) graduates do?

CPSA-A graduates can:

• Independently and methodically design medium to large IT systems

• In IT systems of medium to high criticality, assume technical and content-related responsibility

• Conceptualize, design, and document actions to achieve quality requirements and support

development teams in the implementation of these actions

• Control and execute architecture-relevant communication in medium to large development teams

Requirements for CPSA-A certification

• Successful training and certification as a Certified Professional for Software Architecture, Foundation

Level® (CPSA-F)

• At least three years of full-time professional experience in the IT sector; collaboration on the design

and development of at least two different IT systems

◦ Exceptions are allowed on application (e.g., collaboration on open source projects)

• Training and further education within the scope of iSAQB Advanced Level training courses with a

minimum of 70 credit points from at least three different areas of competence

• Successful completion of the CPSA-A certification exam

iSAQB curriculum for Advanced Level: CLOUDINFRA
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Essentials

What does the module “CLOUDINFRA” convey?

Microservices, containers, and container managers have greatly changed the way we design, develop, and

put software into production in recent years. Modern applications must operate in a cluster of multiple

nodes, be dynamically placeable, scalable and fault tolerant.

Participants will learn ways to implement dynamic cloud-native architectures, Container Application

Design, Logging/Monitoring/Alerting, Container Native Storage and possibilities for UI integration.

Likewise, typical concepts of current container managers will be shown and how they can be used to

realize common quality requirements for larger web applications. Additionally, common services from

various cloud providers will be discussed, possibilities for automation will be shown, software

development approaches and application lifecycle will be discussed.

In CLOUDINFRA, the focus is on operational aspects. The concepts of design and implementation of

architectures detailed in the FLEX module are explained in overview where necessary for understanding.

Curriculum Structure and Recommended Durations

Content Recommended minimum duration (min)

1. Fundamentals of Modern Infrastructures 180

2. Common Architecture Concepts 120

3. Cloud Native Journey 240

4. Patterns for Distributed Applications and Cloud

Native Architectures

240

5. Development and CI/CD 150

6. Automation and Operation 150

7. Case Study 120

Total 1200 (20h)

Duration, Teaching Method and Further Details

The times stated below are recommendations. The duration of a training course on the CLOUDINFRA

module should be at least 3 days, but may be longer. Providers may differ in terms of duration, teaching

method, type and structure of the exercises and the detailed course structure. In particular, the curriculum

provides no specifications on the nature of the examples and exercises.

Licensed training courses for the CLOUDINFRA module contribute the following credit points towards

admission to the final Advanced Level certification exam:

Methodical Competence: 10 Points

Technical Competence: 20 Points

Communicative Competence: 0 Points

iSAQB curriculum for Advanced Level: CLOUDINFRA
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Prerequisites

Participants should have the following prerequisite knowledge:

• Practical experience in design and development of small to medium sized software systems

• First practical experience in maintenance or further development of software systems

• First practical experience in working with containers and their deployment

Knowledge in the following areas may be helpful for understanding some concepts:

• Knowledge or first practical experience in deriving and deploying modern microservice architectures

• First practical experience in dealing with container managers

• First practical experience with common cloud providers

Structure of the Curriculum

The individual sections of the curriculum are described according to the following structure:

• Terms/principles: Essential core terms of this topic.

• Teaching/practice time: Defines the minimum amount of teaching and practice time that must be

spent on this topic or its practice in an accredited training course.

• Learning goals: Describes the content to be conveyed including its core terms and principles.

This section therefore also outlines the skills to be acquired in corresponding training courses.

Supplementary Information, Terms, Translations

To the extent necessary for understanding the curriculum, we have added definitions of technical terms to

the iSAQB glossary and complemented them by references to (translated) literature.

iSAQB curriculum for Advanced Level: CLOUDINFRA
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1. Fundamentals of Modern Infrastructures

Duration: 180 min Practice time: 0 min

1.1. Terms and Principles

Cloud, cloud types, cloud provider, on premise, bare metal, cloud service models (*aaS), vendor lock-in,

managed services, cloud native services, cloud patterns, cloud migration patterns, hybrid/multi cloud,

organizational aspects of cloud migration, legal conditions, time-to-market, availability, scalability, geo

redundancy, performance, IOPS, decoupling operations, networking.

1.2. Learning Goals

LG 1-1: Understand and Differentiate Cloud Types

Software architects know the common cloud terms and can distinguish between different types such as

public, private, hybrid/multi and on-premise.

They understand that hybrid/multi-cloud operation is no exception and can name the reasons for

hybrid/multi-cloud operation, for example:

• Gradual migration to the cloud

• Cost savings during operation

• Data protection and data security

• Integration with existing systems

Software architects understand the difference between public cloud and on-premise operation as well as

the challenges and arguments for and against public cloud operation. They also recognize when it makes

more sense to use dedicated hardware (bare metal).

LG 1-2: Understand Decision Criteria for the Use of Managed Services and Self-Managed Services

Software architects know different cloud service models (*aaS) and can classify services based on these

models.

They also understand the serverless computing concept and can assign it to the cloud service models.

Software architects understand the shared responsibility model and its relevance for cost and risk

assessments when using managed cloud services.

They know the concept of vendor lock-in and its relevance for decision-making between managed and self-

managed services.

LG 1-3: Incorporate Compliance and Organizational Aspects Into Cloud Architecture

Software architects are familiar with the organizational aspects of cloud migration and the legal

framework for operating applications in the cloud, e.g:

• DSGVO (GDPR)

iSAQB curriculum for Advanced Level: CLOUDINFRA
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• BSI C5 (Cloud Computing Compliance Criteria Catalogue)

• ISO 27001

• BSI IT-Grundschutz (A systematic basis for information security)

They understand that the aspects of data security are relevant for the decision for or against a public cloud

and that organizational and/or legal requirements influence the choice of the type of cloud used.

LG 1-4: Apply Availability, Scaling and Performance Requirements as Parameters in Cloud
Architecture Design

Software architects understand the impact of the cloud on time-to-market, availability, scaling,

performance, IOPS, decoupling operations, and networking.

They can assess when cloud applications require distribution across multiple availability zones and data

centers.

Know infrastructure performance requirements and public cloud limitations, such as IOPS for storage.

iSAQB curriculum for Advanced Level: CLOUDINFRA
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2. Common Architecture Concepts

Duration: 120 min Practice time: 20 min

2.1. Terms and Principles

Self-contained Systems, Microservices, independent systems architecture, integration concepts, service

discovery, CQRS, Event Sourcing, Eventual Consistency.

2.2. Learning Goals

LG 2-1: Understand Modularization and Communication Options

Software architects are familiar with patterns of modern architectures for distributed applications

(especially microservices, self-contained systems) and understand the reasons that lead to these

solutions.

• Monolith

• Microservices

• Self-contained Systems

They understand the different possibilities of decoupled communication and data exchange between

services, for example:

• Event Sourcing

• Messaging Middleware

• HTTP feeds

Software architects understand the implications of a shared-something/nothing architecture, particularly

as a result of scaling via containers.

LG 2-2: Understand Modularization and Integration Options

Software architects understand how multiple services can be integrated into an application through

different approaches, such as integration via:

• Backend (message bus, database, etc.)

• Frontend (UI integration)

Software architects understand the impact of eventual consistency on data integrity and consistency.

2.3. References

[Dehghani, Z.: How to break a monolith into microservices. martinfowler.com],[Cornelia Davis: Cloud Native

Patterns], [Awati, R. & Wigmore, I.: Monolithic architecture. WhatIs.com], [Monolithic architecture pattern.

microservices.io], [Fowler, M.: MonolithFirst. martinfowler.com], [Lewis, J.: Microservices.

martinfowler.com], [Microservice Architecture Pattern. microservices.io], [SCS: Self-contained systems],

[Wolff, E.: Self Contained Systems (SCS)], [Event sourcing. microservices.io], [Cloud Native landscape],

[Messaging. microservices.io], [RSS 2.0 specification (Current)], [Backend integration. microservice-api-

iSAQB curriculum for Advanced Level: CLOUDINFRA
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patterns.org], [Frontend Integration. microservice-api-patterns.org]
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3. Cloud Native Journey

Duration: 240 min Practice time: 30 min

3.1. Terms and Principles

Platform quality requirements, Cloud Native Storage, Backup & Restore, Overlay Networking, Network

Policies, Container Security, Container Linux, Cloud Migration.

3.2. Learning Goals

LG 3-1: Understand the Cloud Native Concept

Software architects understand the benefits and goals of the Cloud Native concept. They are familiar with

the advantages of the concept, particularly through:

• Unified interfaces for administration and configuration

• Resource abstraction

• Delivery artifacts

LG 3-2: Understand Basic Container Concepts

Software architects understand the technical basics and the added value of containers and know the

difference between conventional deployment and deployment with containers.

They understand how the use of containers leads to a better decoupling of responsibilities and thus to a

more effective organization.

Software architects understand Linux kernel isolation mechanisms that apply to containers (container

security), including:

• Namespaces and cgroups

• Capabilities

They also understand the implications, usage scenarios, and threats of privileged containers.

LG 3-3: Understand Container Manager Abstraction Concepts

Software architects understand the abstraction concepts of current container managers and know best

patterns and practices on how to apply quality requirements to them. For example:

• Finite workloads such as (cron) jobs.

• Health Check and Self Healing

• Scaling and load balancing

• Placement

Software architects know the principles of an overlay network (VLAN) for containers and container

managers and understand how different services or systems are isolated. They are familiar with

requirement scenarios such as implementing a distributed firewall for isolating:

iSAQB curriculum for Advanced Level: CLOUDINFRA

© iSAQB® e.V. 2024.1-rev0-EN-20240516 10



• Multiple tenants

• Test systems in the context of CI/CD

LG 3-4: Understand the Benefits of Specialized Linux Distributions for Operating Containers

Software architects understand how current core/container Linux distributions are optimized for operating

containers, the benefits they offer (including kernel and distribution updates), and the implications for the

applications being run.

LG 3-5: Evaluate and Select Persistence Solutions in Cloud Environments

Software architects are familiar with the different ways to persist data.

They understand the difference between object and block storage and can classify the different storage

services provided by cloud providers, various COTS products, and self-managed solutions for different use

cases.

Software architects understand the advantages and disadvantages of a cloud-native storage solution and

can compare higher-level managed services (such as RDBMS) provided by cloud providers with the use of

self-managed solutions.

They are familiar with various concepts for backing up and restoring persistent data in the cloud.

LG 3-6: Understand cloud migration patterns

Software architects are familiar with various cloud migration patterns and can select them based on

requirements.

They are also aware of migration patterns that require a hybrid/multi cloud setup e.g. for a gradual

migration to the cloud.

3.3. References

[Cornelia Davis: Cloud Native Patterns], [Brendan Burns: Designing Distributed Systems], [Ibryam Bilgin,

Roland Huss: Kubernetes Patterns.]
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4. Patterns for Distributed Applications and Cloud Native Architectures

Duration: 240 min Practice time: 20 min

4.1. Terms and Principles

Resilience Patterns, Container Application Design, Cloud Native Architectures, Container Patterns,

Functions as a Service (FaaS), Service Mesh

4.2. Learning Goals

LG 4-1: Know Different Patterns for Modularizing Cloud-Native Architectures

Software architects are familiar with the concepts of container application design (container pattern) to

modularize software components into containers and implement cloud-native architectures.

They are aware of various container application design patterns, such as:

• Ambassador/Adapter/Sidecar

• Scatter & Gather

• Work Queue

Software architects are familiar with methods for separating technical and business tasks through

separate containers and understand how container managers handle technical tasks through this

principle, particularly:

• Configuration and initialization of applications

• Adaptive scaling using custom metrics

• Container management through operators or controllers

LG 4-2: Ability to Select Suitable Technologies for Operating Modules

Software architects can select suitable technologies for operating modules of a distributed system, e.g.

with Functions as a Service (FaaS) and container orchestration.

They select these technologies in a requirements-driven manner. Various aspects must be taken into

account, such as

• Scaling requirements

• Start and runtime duration

• Complexity of operation and domain boundaries

• Access to persistence

• Limitations on observability and debugging

LG 4-3: Ability to Select Appropriate Resilience Patterns to Increase Fault Tolerance

Software architects understand how communication between services in a distributed application can be

made fault-tolerant.

iSAQB curriculum for Advanced Level: CLOUDINFRA
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They understand which patterns can increase fault tolerance at the communication level and how

common service mesh concepts can be used to separate the implementation of resilience patterns from

the business code.

Software architects are familiar with the following resilience patterns, among others:

• Circuit Breaker

• Conditional Rate Limits

• Traffic Shifting

They are familiar with the concept of chaos engineering and its methods to test system resilience by

deliberately introducing disruptions.

4.3. References

[Cornelia Davis: Cloud Native Patterns], [Brendan Burns: Designing Distributed Systems], [Ibryam Bilgin,

Roland Huss: Kubernetes Patterns.]

iSAQB curriculum for Advanced Level: CLOUDINFRA

© iSAQB® e.V. 2024.1-rev0-EN-20240516 13



5. Development and CI/CD

Duration: 150 min Practice time: 20 min

5.1. Terms and Principles

Development environment, CI/CD environment, Mean Time To Recovery (MTTR), application lifecycle

management, forms of deployments like Rolling-, Canary- and Blue/Green deployment, cluster design,

secrets management

5.2. Learning Goals

LG 5-1: Implementing Projects in Cloud Environments

Software architects are aware that working in cloud environments brings new requirements to the

software development process.

They are familiar with different approaches and technologies to implementing projects in cloud

environments, such as:

• Organizational good practices

• Development and CI/CD environments

LG 5-2: Implementing Application Lifecycle Management in Cloud Environments

Software architects understand the possibilities of implementing deployments and application lifecycle

management in a cloud environment, particularly:

• Versioning of containers and deployment specifications, etc.

• Established forms of application deployment, such as:

◦ Rolling deployment

◦ Canary deployment

◦ Blue/green deployment

They are familiar with components and models for achieving a fast testing and deployment process,

particularly concepts related to dev/test/prod clusters, such as:

• Responsibilities and access control

• Good practices for component grouping

LG 5-3: Know Secrets Management Options

Software architects understand the critical role and techniques for managing secrets in the cloud,

including:

• Integration of cloud services for secrets management

• Secrets operator concept

iSAQB curriculum for Advanced Level: CLOUDINFRA

© iSAQB® e.V. 2024.1-rev0-EN-20240516 14



• Automated secret rotation

In addition, they can name the advantages and disadvantages of operating a Secrets Manager themselves.

5.3. References

[Cornelia Davis: Cloud Native Patterns], [Ibryam Bilgin, Roland Huss: Kubernetes Patterns.], [Chris

Richardson: Microservice Patterns]
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6. Automation and Operation

Duration: 150 min Practice time: 20 min

6.1. Terms and Principles

DevOps, DevSecOps, Site Reliability Engineering (SRE), configuration, provisioning, Infrastructure as Code,

Cloud Provider APIs, Permissions Management, abstraction levels of container manager, calculate

availability, logging, monitoring, metrics, distributed tracing, time series queries, alerting, calculate cluster

size

6.2. Learning Goals

LG 6-1: Understand and Differentiate New Roles and Their Responsibilities

Software architects are familiar with the new roles that have become popular in the context of operating

applications in the cloud, such as DevOps, DevSecOps, and SRE.

They understand the challenges of adapting these new roles in traditional organizational structures.

LG 6-2: Understand Ways to Create Scalable and Highly Reliable Systems

Software architects understand the possibilities for creating scalable and highly reliable systems.

They are familiar with the definition, methods, and challenges of Site Reliability Engineering.

LG 6-3: Understand Automation Concepts for Predictable Infrastructure Creation, Modification, and
Improvement

Software architects understand that automation through Infrastructure as Code is a key method of

modern operations and a component of Continuous Delivery.

They are familiar with the possibilities of automation and understand how this can be realized using tools

for automated provisioning of cloud infrastructure through the APIs of different cloud providers.

They understand the difference between infrastructure configuration and provisioning, as well as

established practices for infrastructure management.

LG 6-4: Understand the Fundamental Principles of Permissions Management

Software architects understand the importance and implementation of the least privilege principle in cloud

environments. They understand the need to grant each user and service account only the minimum

permissions required to perform their specific tasks.

They can name the following challenges:

• Automated roll-out of permissions settings

• Managing consistent permissions in a hybrid/multi-cloud setup

• Striking a balance between least-privilege and autonomous development teams

• Enforcement of compliance requirements in permissions management, e.g. via policy enforcement
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LG 6-5: Differentiate and Understand Different Abstraction Layers of Container Managers

Software architects are aware that container managers can extend the basic functionality of container

orchestration tools.

They are familiar with the use cases for container managers and can differentiate their abstraction layers.

LG 6-6: Understanding approaches for observability of distributed applications

Software architects know that the distributed execution of processes presents new challenges for

observability of distributed applications.

They understand the unique conditions of distributed applications and their impact on observability

through:

• Monitoring/metrics and alerting

• Logging

• Distributed tracing

They are familiar with approaches and responsibilities for creating predictive time series queries for alerts.

LG 6-7: Understand Resource Sizing Calculation Methods

Software architects are familiar with methods for calculating resource requirements for:

• Availability

• Cluster size

6.3. References

[Beyer Betsy et al.: Site Reliability Engineering], [Gene Kim et al.: The Devops Handbook]
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7. Case Study

Duration: 120 min Practice time: 120 min

This section is not examinable.

7.1. Terms and Principles

Within a curriculum-compliant training course, at least one case study must practically explain the

concepts.

The type and nature of the case study presented may depend on the training or the interests of the

participants.

7.2. Learning Goals

LG 7-1: Deepening the Understanding by Practical Exercises

The Case Study is intended to deepen the topics through practical exercises and to clarify the practice.
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